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LUNPPOBbLIE TEXHO/IOTMN B MPOMBbILLIJIEHHOCTU

YK: 004.056

O noaxoaax K obecneyeHuo MHPOpPMaLUOHHOK Be3onacHOCTU
uupoBbIX 4BONHUKOB

D.S. Lazorin, D.l. Pravikov, A.Yu. Shcherbakov

On Approaches to the Ensuring Information Security of
Digital Twins

Abstract. The article is devoted to the consideration of
existing approaches to ensuring the information security of
digital twins and the formulation of proposals for the choice
of means to counter various threats, primarily the threat of
distortion of the digital twin. It is shown that none of the
existing approaches and methods provides the full security of
digital twins. The implementation of an integrated approach
to ensure the security of digital twins within the framework of
specific threat and intruder models that are relevant to them
is proposed.

Keywords: digital twin, digitalization, information
security, threat and intruder model, computer model, multi-
level system, digital certificate, data encryption, cryptographic
algorithms, machine learning, tokenization.

A.C. NlazopuH*

A.N. MNpasukos?

A.I0. lljepbakoeé®

1CmydeHm Py Hegpmu u 2aza (HNY)

umeHu U.M. [ybKuHa.

E-mail: lazorindanya@yandex.ru

2KaHOuoam mexHu4ecKux HayK,

3asedyroujuli Kagedpoli KomnaeKkcHol 6e3onacHo-
CMU Kpumu4ecKku 8axcHbix 06bekmos, PI'Y Hegpmu u 2a3a
(HWNY) umeru U.M. ly6KuHa.

E-mail: d_pravikov@mail.ru

3[lokmop mexHU4YecKux HayK, npogeccop

KagheOpol KomaeKkcHol 6e30nacHoOCMu KpumuyecKu
8aMHbIx 06bekmos PIY Hepmu u eaza (HNY)

umeHu U.M. [ybKuHa, sedywuli Hay4YHbIl compyOHUK
locydapcmeeHHo20 yHUBepcumema ynpasaeHus.
E-mail: x509@ras.ru

AHHOmMayua. Cmamba NOCBAWEHA PACCMOMPEHUIO

cyuecmsyrouux nodxo0os K obecnevyeHuto UHGOPMauu-
OHHOU 6e3onacHocmu yugpossix 0B80UHUKOS U (opmy-

AIUPOBAHUIO NpedsioneHUl no 8bibopy cpedcma npomugooelicmaus PasauYHbIM y2p0o3am, nNpexoe 8ce20 y2po3e UCKaHeHUs
Uugposozo 080UHUKA. [NOKA3aHO, YMo HU 00UH U3 CyWecmsyouwux nooxo0os8 u memodos He obecneyusaem nosHOUeHHOU
beszonacHocmu uugpossix 08oliHUKO8. [TpednoxeHa peanu3ayus KoMnaeKkcHo2o nodxoda 078 obecneyeHus 6e3zonacHocmu
Uugposeix 080UHUKOB 8 PAMKAX AKMYAsbHbLIX 0718 HUX cheyughudeckux modesnel y2po3 u Hapywumersns.

Knroueevlie cnosa: uupposoli 0800HUK, Yugdposu3auus, UHopMayuoHHAs 6ezonacHocms, MoOersb y2p0o3 U Hapywumerns,
KoMnblomepHas mModesnb, MHO20ypOo8He8as cucmema, Yyugposol cepmugukam, wugposaHue OaHHbLIX, Kpunmozapaguyeckue

asizopummel, MQWUHHOE O6y‘1€HU€, MOKeHU3ayuA.

BBEJEHME

nOHFITl/Ie «undpoBOM ABOMHUK» B HacTosllee
BPEMSA MPOYHO 3aHAN0 NO3ULMN B COBPEMEHHDbIX
UMPPOBBIX TEXHONOTUAX. JaHHbI TEPMUH A0CTa-
TOYHO LUIMPOK M B NEPBOM MPUBAUMKEHUN OMMUCHI-
BAET MAaTEMATUYECKYIO AW KOMMbIOTEPHY MMU-
TAUMOHHYIO MOAENb, CBA3AHHYHO C PUINYECKMM
0H6bEKTOM MOTOKamMM nepefadn MHOopMaumy,
KOTOpaa MOXeT OblTb OTYYXKAEHA WAW OTAeNeHa
OT UCXOHOro 0ObEKTA B LIE/IAX BOCNPOM3BEeAEHMA
ero pyHKLUMOHMPOBAHMA UAN BbINOAHEHNSA AENCT-
BM C YKa3aHHbIM OOBbEKTOM.

TepmuH «UMdPOBOM» NoApasymeBaeT Nnoa co-
60 Habop aNroOpUTMOB, KOTOPbIE OMUCHIBAKOT CaM
0ObEKT 1 NpoTeKatowme B HEM npouecchl. Ling-
POBOWM [ABOWMHWK CBA3aH C npoueccamun umdpo-

BM3aLMM - BHEAPEHMA B OnpeaeneHHble obnactu
[EeATeNbHOCTN N KOMMNETEHLMM KOMMNAHWI coBpe-
MEHHbIX NHOOPMALMOHHbIX TEXHOOTMIA, KOTOPbIE
no3sonaT pedopmMmnpoBaTb €€ AeATEeNbHOCTb.
LndbpoBmr3auma aBnaeTca OCHOBON COBPEMEHHO-
ro noAaxoa B TOM YMC/E U K PAa3BUTUIO MPOMbILL-
NNEHHOCTW, KOTOPbIA MO3BOANA MEPEOCMbICUTb
MHOIVe AencTeytoline BUsHec-NpoLecchl Kopno-
pauni [1].

MporpaMmHble KOMMOHEHTbI cucTeM U GU3u-
4ecKme npoueccbl B3anMMOCBA3aHbl. Lndposoit
[IBOMHWK BbICTYNaeT B ponu obbeanHAoWwen Le-
MOYKM MEXAY «HACTOALLMMY» MUPOM U LIMPOBON
peanbHOCTbO. Hanpumep, Ana TOoro 4tobbl Ha
npeanpuATMM 3Ta LLenoYka HaxoAMnochb B pabo-
4em COCTOAHMW, HEeOobXOAMMO HenpepbIBHO Mo-
NydaTb MHPOPMALMIO OT TEXHONOrMYecKoro obo-
PYAOBAHMA. ITMM NpoLLeccam NOMOratoT AaTHUKM
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LUNPPOBbLIE TEXHO/IOTMN B MPOMBbILLJIEHHOCTHU

N ceHcopbl dU3MYeCcKoro obbeKTa, KOHCTPYKLUM
MM TEXHONOTUYECKOW cuCTeMbl. [pumeHeHue
undpoBoro ABOMHMKA HeobxoAMMO ANA aHaNM3a
N 0OHOBNEHWNA B peasibHOM BpemMeHW 60oNbLLOoro
KO/MIMYecTBa JaHHbIX, MOAy4aembix OT ¢u3nye-
CKOro obbeKkTa un TpebytoWwmx 3HAYNTENbHbIX Bbl-
YMCANTENbHBIX MOLLIHOCTEM Ana Mx 06paboTkK, a
TaKXe 414 MOAENMPOBAHMA W pacyéta Toro, Kak
byneT BecTn cebsa Ta UAM MHAA KOHCTPYKUMA MAK
yCTaHoBKa [2].

AKTYanbHOCTb UMPPOBLIX ABOMHUKOB CEroA-
Hs obuwenpuaHaHa. O6 3ToM CBMAETENbCTBYIOT, B
4aCTHOCTW, AOKYMEHTbl MUHUCTEPCTBA DHEpPreTH-
Ku [3].

OpHon n3 Hambonee OCTpPbIX ABNAETCA MPO-
6nema MHGOpPMaLMOHHON Be3sonacHOCTM Lndpo-
BbIX ABOMHMKOB. BMecTe ¢ MMUTaLMEN NPOLECCOB
00beKTOB GM3MYECKOro MMpa NPM NOMOLLM AaH-
HOW TEXHONOTMM MOABNAETCA BO3MOXKHOCTb WX
KOHTPO/IMPOBATb, CNeA0BaTeNbHO, He AOMyCcKaTb
HaCTynaeHWA HeraTuBHbIX cobbITUin. MpuropuTeT-
HOM 3aJa4el cTaHoBUTCA obecnedeHne MHGopma-
LUMOHHOM 6€30MacHOCTM OpPraHn3aumin n TeXHONO-
TMYECKMX MPOLECCOB, MCMOb3YHOLLMX TEXHONOTMIO
UMPpPOBbLIX ABOMHUKOB.

Cneupdunka obecneyeHns MHOOPMALMOHHOM
6e30nacHOCTM B YC/NOBMAX MPUMEHEHUS TEXHO-
NOTUI UMPPOBBIX ABOMHUKOB CBA3aHA C HeObXxo-
AVMOCTBIO MPUMEHEHMA MMUTALMOHHOTO MOAe-
IMPOBaHMA, OCHOBAHHOIO Ha MCNONb30BaHUM Xa-
PAKTEPUCTUK KaXKAOro 3N1eMeHTa CUCTEMbI U pas-
paboTKe NorMyeckom LIenoYKkn NpoLeccos Ha Hbase
peanbHoro obbekTa.

TaKKe OfIHOM M3 aKTyasibHbIXx Npobnem 6e3o-
nacHoCTM UMGPOBOro ABOMHMKA ABASETCA Lene-
HanpaBAeHHOe BHECEHWE UCKAXXeHUI HapylumTe-
JIeM Takmm o0bpasom, 4To ynpaBneHne obbekTom
CTAHOBWUTCA He ONTUMANbHbIM WAM HEBO3MOMK-
HbIM.

3NEMEHTbI CUCTEMbI «®U3UYECKUNA
OBbEKT — LM®GPOBOM ABONHUK» (&

Pacc:v\Oprv\ OCHOBHblE KOMMOHEHTbI CUCTEM-
HOM LeNOCTHOCTW, BKAOYalOLWEeN GU3NYECKN
0ObEKT N BUPTYanbHbI OOBEKT.

1. ®usmyeckuit obvekt (PO).

2. BupTyanbHbii 0ObEKT MAM cheumasibHan

MO/eNb, COOTBETCTBYOWAA GMU3MYECKOMY 0ObEK-
Ty (UMdpoBON ABOMHMK, LI).

3. B3aMmocBsA3M B CUCTEME, BK/IHOYAIOLLEN
BMPTYaNbHbI OOBEKT M GUINYECKMI 0OBEKT.

CobcTBEHHO UMdPOBLIM ABOMHWMKOM B 3TOM Lie-
NIOCTHOCTM ABNSETCA BTOPON KOMMOHEHT, KOTOPbIN
MOXKET MMETb CBA3N C GU3MYECKMM 0OBbEKTOM A4
€ro MOHUTOPMHIA U ynpasieHua (TpeTuit KoMmno-
HEHT CUCTEMHOM LIeNIOCTHOCTM).

Ons obbeanHeHma B POL Bblwenepeymc-
NIEHHbIX YacTel WMCNONb3YKTCA pPas/MYHble, Kak
NPUHATO TOBOPUTbL B COBPEMEHHOM MHDOPMATU-
Ke, WHTerpaumm, obecneymBatolime MnosyveHue
peanbHbIX AaHHbIX OT moaenn PO, KoTopas Mo-
YET CTPOUTLCA Ha OCHOBE TeXHONOTUI «MHTepHeT
Bewern» (Internet of Things, cokpawéHHo loT), a
TaKKe PasNMYHbIX MaTemMaTUyecknx mogensx. K
HUM MOTYT OTHOCUTbCA, Hanpumep, CAE-cnuctembl
(Computer-aided engineering. aBToMaTM3MpOBaH-
HOEe MPOEKTUPOBAHWE), NpeaHa3HaYeHHble ANd
pelleHnsa MHKeHepHbIX 3aa4 [4].

CTOUT OTMETUTb, YTO BOMpPOC obecneyeHmna nH-
dopmaumoHHon 6esonacHocTh LI KOHCTpYKTMB-
HO peLlaeTcs B TOM Cay4ae, eC/n y4uTbIBaAtOTCA
cneayolme anpuopHble TpeboBaHUA: KOHTPO/b
nonyvaemblx ot ®O napameTpos, obecnevyeHune
LLeNOCTHOCTN U KOHOMAEHLMANBHOCTN NpKN 0bme-
He AaHHbIMKM, obecneyeHue AOCTYNHOCTU WU, Ca-
MOE€ [71aBHOe, COOTBETCTBME MOAENN peasibHOMy
0ObEeKTY.

Kpome Toro, B 04HOMN U3 «NPOEKUMn» LUndppo-
BOW ABOMHMK — 3TO cMMBMO3 TexHonorun PLM
(Product Lifecycle Management — ynpasneHue
KM3HEHHbBIM LIMKIOM MPOTrPaMMHbIX MPOAYKTOB)
n lloT (Industrial Internet of Things, npombiLu-
NIEeHHbIN MHTEepHET Bellei). HenocpeaCTBEHHO Ha
[AaHHbIN 0OBbEKT MOTYT BO3HMKATb HECAHKLMOHK-
POBaHHbIe BO3AENCTBUSA, KOTOPbIE TEM UM UHBIM
cnocobom MoryT NoBAMATb Ha paboTy unMdbpoBoro
[BOMHMKA N NPUBECTU, KaK MUHUMYM, K HEONTK-
ManbHOM ero paboTe MK Ke OTKa3y BCel cucrte-
Mbl, B KOTOPOW OH NPUMEHAETCS.

CNEULNOUYECKMUE CBOMUCTBA LUDPO
JBOWHUKOB

C TOYKM 3peHUs CUCTEMHOro aHaausa Heob-
XOAMMO BbIABUTL Crelpndmyeckmne cBoicTea n ob-
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LUN®POBbLIE TEXHO/IOTMN B MPOMBbILLIJIEHHOCTHU

wme TpeboBaHMA, KOTOPbIE MOXKHO NPEAbABUTD K
ooua.

B nepsyto o4epesb, 3TO LEeNOCTHOCTb, MOHMMa-
emMad KaK Hepas3pbiBHAA B3aMMOCBA3b BCEX TpeX
KOMMOHEHTOB, MX aKTyaZlbHOCTb (B CMbICNe COOT-
BETCTBMA TEKYL,EMY COCTOAHMIO NapaMeTpam), Ha-
IMYMe NCHepnblIBaOWMX CBA3EN MEXAY SNeMeHTa-
MUK cucTeMHon LenoctHocTn POUJ n nx nonHoTa.

B 3TOM CMbIC/1e BECbMA KOHCTPYKTMBHbBIM Npes-
CTaBAAeTcA noaxo4 K onncaHunio PO/ Kak Heko-
TOPOWM NNAaTPGOPMbI UK ee YaCTW, AaHHbIN NOAXOA,
ByaeT NpoaHanM3nMpPOBaH HUXKeE.

C TOUKM 3peHua peanmsaumm yrpos LI/ moxket
He cooTtseTcTBOBaTb PO, KOTOPLIN ynpaBaaeTca
NI MOHUTOPUPYETCA C €ro MOMOLLBHO.

MpoBepKa cootsetcTBna U PO moxeT npo-
BOAMTbCA 4Yepe3 OLEHKY KayecTBa ymnpaBaeHus.
LndpoBoi ABOWHWMK AOMKEH NPeaCTaBAATb CO-
b0l afeKBaTHY0 MOAENb CYLLECTBYOWEro Gpusn-
4eCKOro NpoAyKTa UK LLeIOCTHOro npoLiecca.

Mpy HEeobXOAMMOCTM MOXKHO 3adUKCMPOBATb
n apyrme TpeboBaHMA: aKTya/IbHOCTb LMPPOBO-
rO ABOWHWMKA, 3aLLMTa KaHana CBA3M ABOMHMKA U
obbekTa U T.4.

OT/IMYUE CTAHOAPTHOW MATEMATH
KO MOAENU U L®POBOIO ABOWH

nonpo6yeN\ NPOACHUTb BECbMa BaKHbIA BOM-
POC, Kacatolminca pasnnyma obLLENPUHATON Ma-
TemaTudeckom moaenm n L.

MaTemaTnyeckad moAeNb — KOMMAEKC aHa-
NINTUYECKMX WUAN BEPOATHOCTHBIX 33aBMCUMMOCTEN
napametpos PO, Hnarogapa KOTOPbIM MOXKHO
OTPasnUTb XapPaKTEPUCTUKM PacCMaTPMBAEMOro
0bbeKTa AU ABNEHWUA, MOCTPOEHHbIX Ha OCHOBE
du3nyeckon mopenn M B3aMMOAENCTBUAX €€ C
OKpy*Katolen cpenoi. OHa Heobxoamma Ans Npo-
rHO3MPOBAHMA MOBeAEHMA peanbHOro 0b6bEeKTa,
OZHAKO BCErda AeMOHCTPUPYET Pas/IMYHYylo CTe-
NneHb ero naeanmnsaumm.

Mogaens uMPpPoBOro ABOMHMKAE — O0OBEKT, KO-
TOPbIN MOXHO NPeACTaBUTb B BUAE GU3NYECKOM U
BMPTYaNbHOM CUCTEMbI, KOTOPAA B CBOK o4epesb
TaKXKe BK/tOYAET CTaHZAPTHYIO MaTeMaTUYecKyto
MOZAeNb, Tak YTO BMPTyasibHaA cucTema oTobpa-
waeT PU3NYECKYIo, U HaobOopOoT.

KntoueBoe oTMyme oT MaTeMaTuyecKkom Mmoae-

I COCTOUT B TOM, YTO MOAe/ b Ll,l/ld)pOBOI'O ,D,BOIZ-
HWKa OCHOBbIBAETCA HE Ha naeann3aunmn, a Ha pe-
aJIbHOM NnoBegeHnn Camoro obbeKTa.

ONMUCAHUE OCHOBHbIX NOAXOA0B K
BEE30MACHOCTU LM®POBbIX ABOVUHMU

va«e NpPoaHaM3MPOBaHbl aKTyaslbHble MCTOY-
HUKM M onpeaeneHbl OCHOBHbIE NOAXO/Abl N METO-
Abl obecnevyeHna MHGopmaLmMoHHON BesonacHoc-
TN, KOTOPbIE MOTYT BbITb MPMMEHEHbI K TEXHO/O-
TN UMDPOBBIX ABOMHMKOB. JNA KaXKAOro M3 HUX
NpoBeAeHO KpaTKoe OnucaHWe, M3/0XKeHa KOH-
CTPYKTUBHAs KPUTUKA AaHHbIX NOAXOA0B U METO-
[N0B.

BnokyeliH-cmpykmypa
B uMdpoBOM ABONHMKE B MPOLECCE HENPEPDIB-

HOro obmeHa AaHHbIMM OTpaXKatoTCcA BCE CTaAmMM
M3HEHHOTO UMKAa du3mnyeckoro obbvekTa. TexHo-
NOrum pacnpeneneHHbIX peecTpoB M, B YaCTHOCTY,
B10KYeNnH N03BONAOT QUKCMPOBATL B PEXMME pe-
aNbHOro BPEMEHW N B HEM3MEHAEMOM BMAE BCE
COCTOsHMA GU3MYECKOro 0ObEKTa U AENCTBMA Haj,
HWUM, YTO ABNAETCA OJHUM M3 OCHOBHbIX YC/IOBUIA
obecneyeHMAa NPO3PAYHOCTU, OTCNEKMBAEMOCTMH,
LENOCTHOCTM U HEM3MEHHOCTWN AaHHbIX [5]. Baok-
YelH no3BoaseT 0OMeHMBaTbCA COObITUAMM W
YBEAOMNEHNAMM, KOTOPbIE XPAHATCA B 3aLUMLLEH-
HOM BMAE. B LenoM MHTerpauma ¢ TeEXHONOTMEN
ObnoK4YenH obecneymBaeT HesonacHoe, aPpPeKTmB-
HOe, [eLUeHTPaIM30BaHHOe U HaZeKHOoe XpaHe-
HWe AaHHbIX BUPTYabHbIX Mogenen [6, 7, 8].

Mcnonb3oBaHMe A@aHHOW TEXHONOrMW MO3BO-
NAeT NpoTMBOAENCTBOBATb Yrpo3e MW3MeHeHus
CO3/@aHHbIX 3anucel, oAHAaKO HeaoCTaTOYHO ANS
obecneyeHns KomnaeKkcHon Be3onacHoCcTn Und-
POBbIX ABOMHMKOB. B 4aCTHOCTW, BNOKYENH-CTPYK-
Typa He 3alMLLIaeT OT IOXKHbIX KOMaHA ynpasne-
HWA N He obecneymnBaeT 3alMTy KaHana ceasmn ¢O
n .

Mooxod Kk opzaHu3zayuu uHpoOPMayuUoHHO20
e3aumodeiicmeus 8 MHO20ypoeHeegoli cucmeme

EAMHMLEN MeXYPOBHEBONO MHbOPMALIMOHHO-
ro obmeHa BbICTynaeT MporpammHas CTPyKTypa
0coboro TMNa — naKeT, NOCTPOEHHbIN NO MPUH-
umMny opraHmsaumum coobuernnin 8 HTTP(s)-npoTo-
Koslax. HenocpeactBeHHO meTadaHHble (cpeacTsa
KnaccuduKkaumm, ynopaaoumBaHma U xapakTepu-

O nooxodax K obecrneyeHuro UHGopMayUuoHHol bezonacHocmu Uugpossix 080UHUKO8
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CTMKM Aa@HHbIX) UCTOYHMKA pa3melLatoTcs B 3aro-
JIOBKE MakeTa M MO3BOAT BbIMNONAHATL Pacnos-
HaBaHMe COOTBETCTBYIOLLIMX PECYPCOB MO Mepe
NocTynAeHns AaHHbiX. [JaHHble umMdpoBOro ABOM-
HWKa MK ero GU3nYecKoro NPoOToTMNa pa3mella-
tOTCS B Tene nakeTa. Mcnonb3oBaHWE B 3arosoBKe
naketa 6/10Ka MeTaZaHHbIX AOMKHO OblTb KOM-
NaKTHbIM M AOCTYMHbIM ANA aHaNM3a NPOrpaMm-
HbIMM cpeacTBaMmn 06paboTKM AaHHbIX.

TokeH — cneuyranbHbIi KN, nAeHTUOUUMPY-
toLLMI nocTynatowmi 3anpoc. CyllecTByeT Noaxos,
K KOAMPOBAHMIO 3arosioBKa C MeTaZaHHbIMM Ha
ocHoBe KoMmbuHMpoBaHua popmatos DTDL (Digital
Twins Definition Language — A3blk onpeaeneHus
UMbpPOBbLIX ABOMHMKOB), NpeaHa3Ha4YeHHoro As
CEMaAHTMYEeCKOro OnNMcaHnsa NPOMbILLNEHHbIX Lind-
poBbIx ABOMHMKOB, 1 JWT (JSON Web Token), obe-
cneymBatoLLLEro npoLueaypy Noaaep>KaHna ceaHca
CBA3M MEXY KIMEHTOM M CepBepom B BebH-opu-
EHTMPOBAHHOWM apXMTEKTYpe NpUAOKeHUn. Heno-
CPeACTBEHHO MeTaZlaHHble 3ajatoTca B dopma-
Te DTDL, a nx pasmelleHMe B 3aro/0BKe MaKeTa
npeacTaBnseT cobol NPOrpammHyt0 «CBEPTKY»
AaHHbIX B dopmaTte TokeHa JWT, 3ameHstowero
rpomosgkoe JSON-onucaHme UCTOYHMKA OAHHbIX
NEerkoBeCHbIM TEKCTOBbIM KoZoM [9].

CornacHo oOTKpbITOMy cTaHgapTy RFC7519
(cTaHA@pT ANA CcOo3[aHMA TOKEeHOB A0CTyna, OcC-
HOBaHHbIM Ha dopmate JSON), JWT npeacrasns-
eT cobol besonacHbIM cnocob nepegaym AaHHbIX
MeXay MnapoM Y4aCTHMKOB WMHPOPMALMOHHOIO
B3aumogencTens [10-12].

[aHHbIM noaxoa nNpeanoyTUTENeH TeM, YTO B
ero OoCHOBe NeXnT obecneveHne HGe30MaCHOCTM
B CUCTEME B3aMMOAENCTBMA MeXAYy MNpOorpamm-
HbIM NPOAYKTOM UAU MNPUNOKEHUEM N CEPBEPOM,
HO He 3aTparvMBaloTCA APYrne BHYTPUCUCTEMHbIE
npoueccbl UMOPOBbLIX ABOMHMKOB, Ha KOTOPbIe
MOryT 6bITb HanpaBAeHbl NOTEHUMA/bHbIE aTaKK U
B3/10Mbl.

Cucmema uepapxuyeckoli moKeHuU3ayuu 3ne-
MeHmose cucmembol

ToKeHM3auma B OAHOM M3 onpeaeneHnin —
npoLecc 3aMmeHbl KOHPUAEHUMANbHON MHGOPMa-
UMM Ha PaBHO3HaYHble He KOHOWAEHUMaNbHbIe
NaHHble C UCNONb30BaHMEM CreLManbHbIX 3Have-
HUI (TokeHoB). [na nosbilieHMa 3GGEKTUBHOCTH
npoLleccoB obmeHa, 06paboTKM AaHHbIX U He30-
NacHOCTU MeXAy YPOBHAMU CUCTEMbI LIMDPOBLIX

[BOMHWKOB NpeanaraeTca noaxof, OCHOBaHHbIN
Ha NpMHUMNE TOKEHM3aUMM WHDOPMALMOHHbBIX
pecypcoB. [JaHHaA TEXHONOMMA aKTMBHO WMCMNO/b-
3yeTca A8 3alMTbl U WKMdPOBaAHMA B COBPEMEH-
HbIX cucTemMax MHGOPMaLMOHHOM Be3onacHoCTH,
a TaKXXe ANs peannsaumm cuctem 61oKYelnH.

Mcnonb3oBaHMe TOKEeHM3aUMM AN PasMeTKM
MCTOYHMKOB AAHHbIX U UX PUBNYECKUX MPOTOTU-
NOB, @ TaKKe Pe3ynbTaToB MX arpernpoBaHuA Ha
OCHOBAHMM MPOCTPAHCTBEHHOM KnacTepmsalmm
(npouenype cbopa AaHHbIX) NO 33JaHHbIM MPU-
3Hakam obecneymBaeT 6€30MaCHOCTb MCMO/b30-
BaHMA UMPPOBbLIX ABOMHMKOB. B cooTBeTcTBMM C
npeanaraemon KoHuenumen MHGOPMALMOHHOIO
B3aMMOAENCTBUNA 3N1E€MEHTOB CMCTEMbI Npeanona-
raeTcA MapKMPOBKa COOTBETCTBYHOLWMX Habopos
[AHHbIX AN MAEHTUOUKALMM UX UCTOYHMKA B NPO-
uecce 0bpaboTKM M aHaNM3a [aHHbIX B COCTaBe
eAMHOro MHGOPMALMOHHOIO MPOCTPAHCTBA. TakK
KaK MaeHTMbUKaLMa ABAAETCA OAHUM 13 OCHOBO-
nonaratowmx ¢akTopos obecrnedyeHns nHbopma-
LMOHHOM 6e30MacHOCTM, 3TO NO3BOAUT M3bexaTb
M3MEHEHMA AAHHbIX, UCXOAAWMX OT BHECUCTEM-
HbIX MCTOYHMKOB [13, 14].

JaHHbIN meToq, obecneynBaeT HEM3MEHHOCTb
OAHHbIX N MAEHTUOUKALMIO NOCTYNAOLWMX K Unb-
POBOMY IBOMHMKY 3aNpOCOB, OAHAKO He NO3BOAS-
€T OCYLLEeCTBAATb KOMMIEKCHYHO 3alLMTY OT yrpos,
HanpaBAeHHbIX Ha LMPPOBOM ABONHMK, KaK U Tex-
Ho/M0rMs BNOKYENH (CM.BblILLE).

Digital ID unu yugpoeoli cepmugpukam

STa TexHosorms npeacTaBnsaeT cobol OTHO-
CUTENbHO HOBbLIM Noaxoa, K He3onacHoCTM U Ao-
BEPWIO, B PaMKax KOTOPOro MAeHTUGUUMPYHOTCA
3anpocbl OT BEePUPULMPOBAHHBLIX MCTOUYHMUKOB,
Hanpumep, BHYTPUCUCTEMHbIE 3ampocCbl  ANd
ynpaBaeHuna NPoayKTOM, B KOTOPbIX MCMONb3YEeTCs
undposor ABOMHMK. bnarogapsa undposomy cep-
TUOUKATY MOMKHO 3aLLMTUTHCA OT Hosnee WMPOKOoro
Kpyra AenCcTBMN HapyLInTens.

MporpaMmHble NPUNOXKEHUA, CETU N KOMMbIO-
Tepbl MOryT ncnonb3osatb Digital ID B wmndpoBsa-
HWUW, KaK NyTb 3awWwmTbl MHGOpPMaLUMKM nepes OT-
NPaBKOM ero ¢ 0AHOM KOMMNbIOTEPHOM CUCTEMBI HA
Apyryto [15].

3T0T MeTon, obecneymBaeT NPOBEPKY MOCTY-
natoLIMX 3aNpoCcoB, HO He paccCMaTpUBAET Apyrme
BO3MOXHble Cnocobbl HapylleHua paboTbl Und-
POBbIX IBOMHNKOB, HANpPUMep, 3aMeHy NOCTOPOH-
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Hero ID Ha UCTUHHBIN.

Memoduka MHO20ypo8He8020 wWugposaHusa
KOMaHO 0na ynpaesneHusa YOAnAEHHbIMU KOM-
nbloMepHoLIMU cucmemamu

Mpouecc Kpuntorpadmyeckmx npeobpaso-
BaHUI COODOLLEHNA HA KOHEYHbIX KAMEHTCKMUX
YCTPOMCTBAX M UX Nepefadya yepes cepsep B 3a-
WNOPOBAHHOM BMAE HA3bIBAaeTCA CKBO3HbIM
wudposaHmem [16]. Ha cerogHAwWHMIA AeHb Ta-
KOW NOAXOA K 3aliMTe AaHHbIX ABNAETCA OAHUM
13 Hambonee abdeKTUBHLIX M NpuobpeTaeT BCE
bonbliee pacnpoctpaHeHWe. OAHAKO MpUMeHe-
HWMe CKBO3HOTIO WMGPOBAHMA HE UCKAOYAET Heob-
XOAMMOCTM 3aLWMTbI AAHHbIX, KOTOPbIMKM 0BMEHM-
BAOTCA KOMMOHEHTbI MHGOPMALLMOHHON CUCTEMDbI
C CEPBEPOM, TaK KaK YacCTb M3 HUX NPeAHa3HaAYeHbl
HenocpeACTBEHHO CAMOMY CEPBEPY, @ 3HAYUT, He
MOryT 6biTb NOABEPTHYTbI CKBO3HOMY LWIMPpPOBa-
HuWto [17]. OTo KacaeTcs KoMaHa, 4NA aAMUHUCTPU-
POBaHMA cepBepa M CTPaHuL, ¢ MHGOPMaLMen o
TEKyLLEeM COCTOAHUMN NpoL,ecca MOHUTOPUHIA.

[lna Bcex nepeymcneHHbIX AaHHbIX Heobxoam-
MO MPUMEHATb TPAHCMOPTHOe WUPpPOBaHME, TO
eCTb WKNPpPOBaHME, BbINMOMHAEMOE TO/MbKO MpK
nepenaye Yepes UHTEPHET, NPM KOTOPOM AaHHbIe
PacWMdPOBBIBAKOTCA KaXKAblM KOMMOHEHTOM WH-
bopMaLMOHHON CUCTEMBI, @ NPU HEOBXOAMMOCTH
[anbHelwen nepefayn 3awmdpoBbIBAKOTCA 3a-
HoBO. TakMm obpasom, ana obecnedyeHma Heszo-
MacHOM nepefayn AaHHbIX B CMCTEMe YAaNEHHO-
rO MOHWTOPWMHIA W YNpPaBAEHMA KOMMbIOTEPAMM
[O/MKHO OblTb  Peann30BaHO MHOrOYPOBHEBOE
wnppoBaHue, obbeauHaollee B cebe CKBO3HOE
CUMMETPUYHOE WKNGPPOBAHNE KOMAHA MEXAY
YyNpPaBAAOLWMM KOMMNbIOTEPOM U KOMMbIOTEPAMM
nonb3oBaTenel W TPaHCNOPTHOe WKndpoBaHMe
MeXIy CEepBEPOM W YMNPaABAAIOLLMM KOMMbOTE-
POM, @ TaKXKe CepBEepOM M KOMMbOTEPAMM NONb-
30BaTenen.

BesonacHOCTb CKBO3HOro WKdPOBaHMA OC-
HOBaHa Ha TOM, YTO KUK ANA WKOPOBAHMA U
pacwndpoBaHmMa COOBLLEHMA AOCTYMHbI TONbKO
HEenocpeACTBEHHbIM  Y4aCTHUKAM  B3auMMoaen-
cteuA. Mpu 3TOM rnaBHaa npobaema peannsaymm
CKBO3HOro WWdpPoBaHMA 3akatoyaeTca B Heso-
NacHoOM nepegaye KAYeM OT OTNPaBUTeENA K No-
nyyatento. [na obmeHa KAtoYamMM MCMONb3yeTcs
OOMH M3 PACNpPOCTPaHEHHbIX BUAOB a/rOPUTMOB:
CUMMETPUYHbBIN AU aCMMMETPUYHbBIN, a TaKKe, B

HEeKOTOPbIX CAy4anaX, AOMONHUTENbHO WMCMNONb3Y-
eTCcA pasfeneHne cekpeta UAM UHble NPOTOKONbI,
NO3BONAOLLME PA3AENNUTD KAHOUM.

Mcnonb3oBaHMe aCMMMETPUYHBIX KpUnTorpa-
bMYECKMX aITOPUTMOB B CKBO3HOM LINGPOBaHUN
NOPOXAAET HECKONbKO AOMNOAHUTENbHBIX MpPO-
6nem, TakMxX Kak ayTeHTUdUKaLMA Katodeln, npo-
BEPKa /IMYHOCTU OTNPaBUTENA, yNpaBaeHne umo-
pPOBbIMK cepTUdUKATAMM N UX NOATBEPKAEHNEM.
AcmmeTpuyHoe WndpoBaHme B NePBYIO o4Yepeab
HanpaBAeHO Ha WCMOMb30BaHWE Y4aCTHUKAMMU
B3aMMOAENCTBUNA Yepe3 IHTepHeT, Koraa HeT HU-
KaKMX BO3MOXKHOCTEM OTAENbHOM Nnepesayn CUm-
METPUYHbIX KAtO4Hen.

MpenmyLLeCTBOM TaKOro MeToAa ABNAETCA Cie-
LytolLee: eCNU B CUCTEME TaKMX OTPAHUYEHNI HET,
TO BCe €€ KOMMOHEHTbl HaXxo4ATCA NoA eAMHbIM
aAMUHUCTPATUBHbIM yNpaBaeHnem, pa3pabatbl-
BAOTCA U KOHOUTYPUPYIOTCA LEHTPAN30BAHHO, K
TOMY e aAMWHUCTPATOP B Nt0OON MOMEHT UMe-
eT JOCTYN K KaXXZOMy KOMMbIOTEPY, HAa KOTOPOM
YCTaHOB/IEHO KAMEHTCKOe nporpammHoe obecne-
yeHume. B cBA3M C 3TUM Npu pa3paboTke CUCTEMDI
YAANEHHOrO yNpaBAeHWA KOMMblOTEPaMK Lene-
Cco0bpa3HO MpUMEHEHWE CUMMETPUYHBIX anro-
PUTMOB C MCMNOAb30BaHMEM MNpPenBapUTENbHOTO
obuero kntoya PSK (Pre-Shared Key — npeagapu-
Te/bHO ONyb/IMKOBaAHHbIM K/toY A8 WndPOBaHNS
[aHHbIX nepes OTNPaBKOW, KOTOPbIA pa3aenéH
MeXay OBYMA CTOPOHAaMM CUCTEMbI B3aMMoaemn-
cTBMA).

Ncnonb3oBaHWe YAANEHHOIO YNpaBiaeHUA W
MOHWUTOPKMHIa 060PYA0BaAHNA B 3TOM C/ly4ae 3Ha-
YMTENbHO YNpPOCTUT PaboTy agMWMHKUCTpaTopa U
CHM3UT pacxodbl Ha nogaepaHue paboTbl MH-
bopMaLMOHHOM CUCTEMbI, @ ONUCAHHblE MEeTOoApbI
3aWMTbl HEe npuBeayT K MOABAEHUIO AOMNOAHM-
TeNbHbIX YA3BMMOCTEN M NO3BONAT M3DEXKaATb CHU-
eHWA ypoBHA MHOOPMaLMOHHOW Be3onacHOCTH
UMdpPOBbIX ABOMHNKOB.

B naHHOM meToauKe paccmaTpuBaeTcA B3au-
MoaerncTeme yepes ceTb VIHTEpHET, HO He Npeao-
CTaBAAKOTCA pPa3NMyHble BapuMaHTbl HesonacHoM
paboTbl CUCTEM MpPU CUTyauMAX, Koraa A0CTyn K
CETM MOKET bbITb HapyLleH, AMbo e cneumanbHo
OrpaHMYeH.

KomnneKcHoili nodxod ¢ ucnonb3oeaHuem
MAWUHHO20 0byYyeHUA U UCKYCCMBEHHO20 UH-
menneKkma
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CyLLECTBYIOT peLleHNs Ha OCHOBE MCKYCCTBEH-
HOro MHTENNEKTA, CNOCOOHbIE 0BHAPYKNTb OTKAO-
HEeHMA B TEXHOIOTMYECKOM MpPoLecce Ha paHHew
cTaamn. MpUHLUMN 3aWMTbl CUCTEMbI OCHOBAH Ha
BbICTPAMBaHUM MOAENN TakMm obpa3om, 4Tobbl
OHa 6blNa roToBa K MOMbITKE KCKOPMWUTb» el UC-
KasKeHHYt0 MHGOPMaUMio M MOrNa CNpaBUTLCA C
aTakom. Mcnonb3oBaHMe MalMHHOMO 0byyeHMs
NO3BOINT MCMPABAATb BO3HMKAOWME UCKAXKEHNA,
KoTopble OOHapPYKMBAET MCKYCCTBEHHbINA WHTEN-
NEeKT.

CTOUT OTMETUTb, YTO ANA UMOPOBbIX ABONHK-
KOB, 0a3npyloMXCA Ha MalMHHOM OOyYeHUU
(Machine Learning), OCHOBHYtO OMacHOCTb HecyT
BpaskaebHble aTaku (Adversarial attacks), ocHo-
BaHHble Ha BHECEHWUM MUHUMANbHbLIX M3MEHEHWU
B AaHHble, KOTOpble MNOCTYyNatoT B LUMOPOBYIO MO-
fenb. MpumeHUTeNbHO K 3aBodam M dabpuKam
3TO MOryT OblTb MOKa3aHWA AATYMKOB, UHTErpu-
POBaHHbIX B MPOM3BOACTBEHHOE 0OOpPYyAOBaHME.
VI3meHeHWs, Kak NpaBUNO, 3aKNto4atoTcA B 00aB-
JIEHUWN AaHHbIX, KOTOpble NOAOMPatoTCA TaKUM 06-
pa3om, 4TOObl MaKCMMa/NbHO MCKa3WUTb NpeacKa-
3aHUWA, KOTopble POPMUPYET MOAEND.

MopobHaa aTaka MOXKET NPUBECTM K MPOCTOAM
0060pYyA0BaHNA, NUWHMM PacXofam Ha Cbipbe W
APYrMM He3annaHMPOBaHHbIM M3AEPKKAM, KOTO-
pble MNI0XO CKa3blBAKOTCA Ha 3KOHOMMYECKOM Mo-
TUKe npeanpuatma. CnefoBaTeNbHO, AaHHbIN

MeTO/, NPMBAEKAET HapyWMUTENA BO3MOMKHOCTbIO
«CKaPMIMBAHUA UCKAXKEHHON MHGOPMaLMn Y.

cnonb3oBaHWe TakMx pelleHnii Ha ceroaHAL-
HUMN AeHb BO3MOXHO B KayecTBe AOMNO/NHUTENb-
HbIX, MOTOMY 4YTO OHW TpPebytT onpeseneHHoro
Koan4yecTBa BpeMeHu ana obyyeHuns paboTe B ca-
MOW cucTeme.

ObecneyeHue 6e3onacHocmu U/ e pamkax
KOHYyenyuu MmHo20yposHeesoli naamgopmeol

MHoroypoBHeBa#s cuctema (nnatdopma) Mme-
€T pPas/INyHble YPOBHWM OPraHM3aummn, B KOTOPbIX
NPOUCXOAAT OnpeaenieHHble npoluecchl. BepxHue
YPOBHM obecneynBatoT BU3HEC-B3aMMOAENCTBIA,
a HWXKHME YPOBHWM MOAAEPHKMBAOT MHDOPMALM-
OHHyl0 6e3onacHocTb camon nnatdbopmbl. As-
TOpamMK [aHHOTMO NOAXO4a BBOAMTCA MNOHATUE
«CTEK TeXHONOrMn», B KOTOPOM paboTa BepXHMX
YPOBHEN NOAAEPHKMBAETCA HUKHUMK YPOBHAMM,
W npeanaraeTca MCNoib30BaHWE WHTErpauyoH-
HOW MoZenu 3alluMuieHHoW undposor naatdop-
Mbl, BK/IO4AIOLLEM BEPTUKANbHOE pa3aeneHme no
YypPOBHAM abCTpaKkLUMin NpeacTaBNeHNA AaHHbIX U
ypoBHAM obecneyeHmna MHPOpPMaLMOHHON Be3o-
nacHocTu [18].

Ha ocHoBe NpoaHanM3MpOoBaHHbIX MOAXOA0B K
H6e3zonacHoCTM UMDPOBbLIX ABOMHUKOB NMOCTPOEHA
Tabnmua 1 «HekoTopblie cnocobbl obecnedeHms
KOMMNNeKCHOW 6e30MacHOCTU LMbPOBbLIX ABONHM-
KOB».

Tabnnuya 1
HekoTtopbie cnocobbl o6ecneyeHna KoMnaeKcHo 6e3onacHoOCTU LUppPOBbIX 4BOMHUKOB
NHbopMaLuoHHOE B3aMMOAEeNCTBUNE B /
MHOrOypOBHEBOW CMCTEME
MpoBepKa NOANMHHOCTM NOCTyNaeMmblxX /
3anpoCcoB K MOAENM
WndpoBaHMe aaHHbIX NpW Nepeaave no /
KaHanam cBA3mn
PelleHMA Ha OCHOBE MALIMHHOMO 0ByYeHMA U /
MCKYCCTBEHHOTIO MHTENNeKTa
CooTBETCTBME MOAENN PeanlbHOMY OOBEKTY X

53

O nodxoodax K obecreyeHuto UHhopmayuoHHoU 6e3onacHocmu Yugposbix 080lHUKO8



LUN®POBbLIE TEXHO/IOTMN B MPOMBbILLIJIEHHOCTHU

3AK/TIOYEHUE

npOBeAeHHbM aHaN3 CYLLEeCTBYHOLLMX NOAXO-
noB K obecneyeHnto MHGopmaLMoOHHON Be3onac-
HOCTW LMbPOBLIX ABOMHWMKOB NO3BONAET CAeNaTb
BbIBO/L, YTO MPAKTUYECKM HU OAMH U3 NPeaNOKEH-
HbIX CNOCOBOB B OTAENbHOCTM He obecneymBaeT
KOMMNAeKCHOW 6e30MacHOCTM B paMKax aKTyasb-
HbIX A1A UMbPOBbIX ABOMHMKOB MOAeNelN yrpos
n HapywuTens. Micnonb3oBaHMe TEXHONOTMIA pac-
npeaeneHHbIX PeecTpoB, MeToAa MepapxmyecKkom
TOKeHM3aUmMm, UMbPOBLIX CEPTUPMKATOB, MHOTOY-
POBHEBOro WKHPOBAHMA, MALLMHHOIO 0by4YeHMA
M MCKYCCTBEHHOIO MHTENNEKTA Ha COBPEMEHHOM
ypOBHE BecbmMa OMnpaBAaHO, HO HanpaB/ieHO Ha
pelleHme YacCTHbIX 3a4ay.
B cBA3M C 3TMM LenecoobpasHo pa3BmMBaTb Me-
Togonormto obecneveHma MHbopmaLMoHHON Hes-
0OMNacHOCTU LMOPOBbLIX ABOMHUKOB B COOTBETCTBMM

CMUCOK JIUTEPATYPbI

C KOHUEeNUMEen MHOroypoBHeBol nnathopmbl,
MOCKOJIbKY B MOHATME NNATPOPMbI Y¥Ke BKAOYEH
KOMMEKCHbIM NMOAXOA WU MepapXma peLleHnin oT
HW3KOYPOBHEBbIX CNMOCOOOB 3alMTbl KaHana CBA-
31 POL npy nomoum Kpuntorpadmuyeckmx anro-
PUTMOB A0 BbICOKYPOBHEBbIX 33/a4, CBA3AHHbIX C
NPOBEPKON COOTBETCTBUA moaenen GyHKUMOHK-
poBaHua LU 1 obecneyeHna KoppeKkTHOCTM Bu3-
Hec-NpoLEeccoB, OTPaXKaembiX UMPOBbIM ABOMK-
HUKOM.

Mpn 3TOM OTAeNbHble cnocobbl obecneverna
NHOOPMAUMOHHOM 6HEe30MacHOCTM MOTyT BK/O-
4aTb YXKe roToBble pelleHuns (Hanpumep, CpeacTBa
WKNPPOBaAHMA AaHHbBIX NPKU Nepeaaye no KaHanam
CBA3M), @ 4114 4YaCTW METOAOB (HanpaBiEHHbIX,
Hanpumep, Ha obecnevyeHne COOTBETCTBMA BUP-
Tya/IbHOM MOAEeNn peanbHOMYy 0ObeKTy) Heobxo-
VMO MCMNOb30BaTb ApyrMe CpeacTBa 1 NOAXOAbI,
KoTopble ByayT chopMynnMpoBaHbl B CAeayoumx
paboTax.
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